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Picture of Intel "Haswell-E" Eight Core CPU
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Picture of Intel "Haswell-E" Eight Core CPU
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Picture of Intel "Haswell-E" Eight Core CPU
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Picture of Intel "Haswell-E" Eight Core CPU
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What is the problem?

Microarchitectural leakage
depends on specific
hardware details [§
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No faithful, precise models
capturing microarchitectural
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Xplolts speculative
execution

0

Almost all moderm CPUs
are affected

SPECTRE

P, Kocher, J. Hom, A. Fogh, D. Genkin, D. Gruss, W. Haas, M. Hamburg, I\/I Lipp, S. Mangard, T. Prescher, M. Schwarz, Y. Yarom — Spectre Attacks:
Exploiting Speculative Execution — S&P 2019
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Speculative execution + branch prediction

Prediction nased on branch

history & program structure
Size of array A

1f (x < A size) @
y = B[A[x] ]

VWrong predicton’” Rollback changes
Architectural (ISA) state

0 Microarchitectural state
Sranch predictor
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Speculative leaks at program level

) 3
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E semantics
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Speculative leaks in programs
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Speculative non-interference

Program P IS speculatively non-interferent if

| eakage(P, i) = Leakage(p, i)

Information leaked by Informat

EXECL
SpPEeCU

ting P without execu

on leaked by

INg P with

ative execution speculative execution
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Speculative non-interference

Program P IS speculatively non-interferent if

| eakage(P, i) = Leakage(p, )

-or all program states ¢ and o
seq-ct(P,0) = seq-ct(P,0’
—> spec-ct(P,0) = spec-ct(P,o)
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Speculative non-interference

A size)

I_I
I de

< X



Speculative non-interference

x=128
A_size=l6
et A[128]=0
1f (x < A size)
y = AlX
z = B
Y x=128
end A size=16

Non-speculative

Speculative
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Speculative non-interference
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W A size=16
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d
1f (x < A size)
y = AlXx
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end load A+128 A size=16
£
D
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Speculative non-interference

x=128
A_si ze=106

-t A7128]=0

£5
R
. . X
1f (x < A size)
= load B+0 M
y = AlX
— Ig'
< y x=128
end A size=16
R A[128]=1
J
R
load B+1 K

Non-speculative

Speculative P
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Speculative non-interference

x=128
A_si ze=106

- _
» A[128]=0

Spectre v1 violates SNI

x=128

4 end A size=16
R A[128]=1

M

, D’
. load B+1 K
Non-speculative

Speculative N
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Detecting speculative leaks

rax <- A size

mov rax, A size rex <-— X

mov rcx, X X4 to PASM jmp rcx>rax, END

Qmp rex, rax L1: load rax, A + rcx

Jjae END load rax, B + rax
L1:mov rax, A[rcx. ,// END -

mov rax, Blrax.

Symbolic
execution

AN

Check for speculative leaks

33



Detecting speculative leaks @

rax <- A_size

mov rax, A s rox <-— x
mov rcx, X - >
/ Jmp rcx2rax, LND
oo, Spectector | e o
Jae END | | | load rax, B + rax
L1: mov rax, A[L httos.//spectector. github.io .
mov rax, Blr
L
1 Symbol
- ymbolic
-y execution

\/

\ \

TRl

[u] e

X
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Case study: compiler mitigations

Patrignani, Guarnieri — exorcising spectres with secure compilers — CCS 2027
Nttps.//arxiv.org/ans/1910.0860/7 34
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Case study: compiler mitigations
Injection of LFENCEs

LFENC

— stops speculation

Compilers (ICC, MSVC) insert

L FENC

Patrignani, Guamieri —
Nttps://axiv.org/ans/1910.0860/7

— aftter branch instructions

1

P

f (x < A size)
y = B[A[x] ]

V.

ﬁ

f (x < A size)

L fence
y = B[A[Xx] ]

—XOrcising spectres with secure compilers — CCS 2021
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Case study: compiler mitigations

‘ ng/_ec;tlon of L‘I:tENCEs if (x < A size)
— stops speculation —
s =P y = B[A[x]]
Compilers (ICC, MSVC) insert
| FENCE after branch instructions v
1f (x < A size)
'lfencel
y = B[A[Xx] ]
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Case study: compiler mitigations

Injection of LFENCEs if (x < A size)
| FENCE ' : A
NCE stops speculation v = B[A[x]]

Compilers (ICC, MSVC) insert
| FENCE after branch instructions v

ﬁ

1f (x < A size)

ICC enforces SNI (security proof) + TFon
unnecessary LFENCES ‘ LENCE |
y = BlA[x]]

MSVC is insecure — |leaks checked
with Spectector

Patrignani, Guarnieri — exorcising spectres with secure compilers — CCS 2027
Nttps.//arxiv.org/ans/1910.0860/7 34
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